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1. Hitachi’'s RFID Product
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(B Hitachi’'s RFID product “  -Chip” series

MChip e Hitachi proprietary air interface protocol
e Unique ID (128bits) in each mChip
2.45GHz ® Non re-writable physical ID data
® No application data in mChip
: : -Smallest
High preventively chip size
for ID counterfeiting 0.4x0.4mm - 2
MChip Hibiki ® |[SO 18000-6 TypeC (EPCglobal UHF Gen2 )
860-960MHz | ® SecurPe _RFID funtctlotns
(UHF) rivacy protection

Industrial Data protection

® Based on
“Hibiki Project “/ “Secure RFID Project” m)Next
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2. Hibiki Project

| Secure RFID Project




2488 Objective

National Project Conducted by METI to Boost
Efficiency and Create Business Opportunity
(METI: Ministry of Economy, Trade and Industry)

Inexpensive RFID Stable Supply

(5-yen inlay : <5cent,100M unit/month) (Volume of Production, High Reliability)

Hibiki Project  (0si04  07/06)
Apply to global business

(Global Standard: EPCglobal UHF Gen2)

Secure RFID Project
(08/06  03/07)

Privacy Protection Industrial Data Protection
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iy Schedule

Hibiki Project : 2 years
Eﬁi

Secure RFID Project : 8 month

Design

Prototype
evaluation
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p /B Specifications

1. Technological Achievement for material, design
and manufacturing process to realize
Inexpensive Tag.

(5-yen inlay : <5cent,100M unit/month)
2. Air Protocol
- Frequency: UHF(860 960MHZz)
- 1ISO 18000-6 TypeC (EPC Global UHF Gen2)

3. Specifications
- memory size: 2,128bits
- Re-writable
- Read range: 3m +, Write range: 1m +
- Privacy Protection
- Industrial Data Protection
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- Consumer Electronics
- Retall (Future store)

- Food Traceability

- Defense

- Multi National
Supply Chalin

Publication and music
Pharmaceutical

Robotics

- ASEAN Wide Logistics

etc.
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A |ssues from RFID Trials

Consumer Privacy Protection

Company Industrial Data Protection

Large Memory Size
( Ull, User Bank, possibly TID....)

Improvement of durability
( temperature , stress ....)

Tag variation for various usage
( small tag, on metal, water...)

Improvement of Tag Readability
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Secure RFID Project Target

Consumer Privacy Protection

Company Industrial Data Protection

Large Memory Size
( Ull, User Bank, possibly TID....)

Improvement of durability
( temperature , stress ....) E Clear needs
.y . for Product
Tag variation for various usage Lifecycle
( small tag, on metal, water...)
management

Improvement of Tag Readability
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3. Secure RFID Protocol

(mChip Hibiki)




CEUBN Featurel: Data Protection (1)

Data Protection (1)
Read Lock Function (with Custom Command)

EPCglobal Gen2 Secure RFID Protocq
Write Read Write Read

RESERVED _|
Bank

TID _
Bank =

ull 1
Bank

USER 1
Bank =

- .

[ MChip Hibiki Support Read Lock Function ]
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SN Feature2: Industrial Data Protection (2)

N
TN %o && ' " (' (

|
Blockl PaSS\:IOI‘d USER Bank |
: |

¢ (total1,536bit)
N ~
~ Q Normal Area (256bit) @
491 Blockl (256hit) \/7: --==-!

/I ‘
> Password ,/ r?h] Block2 (256bit) fril Support
/ -
\m Block3 (256bit) v Read/Write Lock

/ &\
/ | ] Block4 (256bit)y | * ]
/
71\ N
,’ ~v 1 Block5 (256bity | ¢
Efscsﬁor d l - Read lock Write lock

([
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3-3

Use case of Industrial Data Protection

EPCglobal UHF Gen2

Tag memory

Reserved

Ull

TID

User

Feature2: Industrial Data Protection (2)

—H Secure RFID Protocol

Tag memory

Reserved

ull

TID

Appliance
Manufacturer

Retailer

Repair Shop

Model name, ID

/)
]

Shop ID,Shipping ID

) 7
]

Arrival ID, Record

Y A
1]

"Wa
]
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Feature3: Communication distance Control

Communication distance is Controllable

(with Custom Command )

“

ID:3F1001
® e |
\ g |
\ g
L ]
L
L
L
A ]
*
L
L )
)
4
) N I ID:3F1001 |~
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SESI Consumer Privacy Protection

Use case of Communication Distance Control

)

Retail Shop ] Consumer ]
S —Inggles ) =
\ —
Ty

B,Lj ............................. » B,Lj

For Privacy Protection
Shorten

” Deactivation || Communication

Distance

[Recycle& Maintenance ]

“ Reactivation “

—— —~ Read LOCK

Controllable Communication

Distance
2-3m —30cm

2 %\L,

[ —

—J]
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<fsM Interoperability to EPCglobal UHF Gen2
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Feature4: Large Memory (Ull, User, TID)

Kill password 1" #
Access password
Block-11 peessswort]
Block-2zessswordt]
= pr— Block-3Bpzssswodt]
00 eserved ban Block-#zesswo) "
Security  256bit N #S 3
Block-Speesssward )
01 Ull bank -
272bit CRC-16
TID bank PC 0 ' #*
10
1 User Bank / +, -/
1,536 bit
TID }\o+ " #$ $
_ )
2,128 blts User Block-0
User Block-1 "HE %
User Block-2 >/+ 0123)
User Block-3 |13) :i #
User Block-4 $ #%& '()
*
User Block-5 ) S_ "
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Conclusion

1. Technological Achievement for material, design
and manufacturing process to realize
Inexpensive Tag.

(5-yen inlay : <5cent,100M unit/month)

2. Air Protocol

- Frequency: UHF(860 960MHZz)
- 1SO 18000-6 TypeC (EPC Global UHF Gen2)
- Secure RFID Protocol
(1) Privacy Protection
(2) Industrial Data Protection
3. Specifications
- memory size: 2,128bits (Re-writable)
- Read range: 3m +, Write range: 1m +
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